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O=IMT WORRFEFLOLL

-+ COLLECTION INCLUDE 5 W + 1 H

-+ PROCESSING

-+ CORRELATION



DHTH EMRICHMERMT

-+ DATA CORRELATION

-+ ENTITY IDENTIFICATION

-+ DATA CATEGORY AND DATA CLASSIFICATION
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-+ CONNECTING DATA AND INFORMATION

-+ BUILDING CONTEXT (CONNECTING THE DOTS])

-+ INTELLIGENCE ENRICHMENT
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-+ NODE

-+ EDGE

-+ ATTRIBUTE
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-+ KNOWING THE CONTEXT ALSO DATA VALIDATION AND VERIFICATION

-+ BEWARE PROPAGANDA, BUZZER, DEEPFAKE ([HOAX)

-+ SOCIAL AND LINGUISTIC

« CONTINUOUS MONITORING
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-+ SOCIAL MEDIA POST AND COMMENT

-+ SOCIAL MEDIA HASTAG

-+ SOCIAL METADATA E.G TIMESTAMP, LOCATION, IP ADDRESS
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METHOD OF O MIMNT

-+ WEB CRAWL AND SCRAPPING

-+ DATA COLLECTION E.G DATA BROKER

-+ ANALYSIS DATA E.G SENTIMENT ANALYSIS
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-+ MALTEGO

-+ GOOGLE TRENDS AND GOOGLE CUSTOM SEARCH

-+ OPEN SOURCE TOOLS E.G HOLEHE, EPIOS
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-+ DISCOVER HIDDEN RELATIONSHIPS AND CONNECTIONS

-+ UNDERSTAND COMMUNICATION AND INTERACTION PATTERNS

-+ IDENTIFY KEY INDIVIDUALS OR INFLUENTIAL ACTORS
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FIMAMCOCIALD IMTELLIGERNCE

-+ MONEY LAUNDRY AND FRAUD

-+ IDENTIFY ASSETS AND SOURCES OF WEALTH

-+ DETECT SUSPICIOUS FINANCIAL ACTIVITIES E.G CORRUPTION




FIMAMCOCIHC METHOD

-+ OSINT AND DATA COLLECTION

-+ CSINT E.G TRANSCATION, GOVT DATA REPORT AND GREY LITERATURE

-+ CORPORATE OR INDIVIDUAL, ASSETS IDENTIFICATION RECORDS
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-+ IDENTIFY AND COLLECTING DATA

-+ DATA CORELLATION

& ANALYZE AND ASSESMENT ALSO CONTINUGOUS MONITORING

& KNOWING THE CONTEXT




(EIEH 1N ¢+ @

* EROMPLE COSE *
FIMIMT [LIVE)

¢
L2




(EIEH 1N ¢+ @

CSIMT TOOLS aMo’
¢ AI INTEGRATION

"

[ B '
o - .
- b N




JIEYHE O=IMMT ToOool = LI=T

e o Jieyab89 / OSINT-Cheat-sheet Q. Type [/]to search 8|~ + - ® I &:« :

¢» Code () Issues I Pullrequests U3 Discussions () Actions [ Projects [0 Wiki @) Security [~ Insights 8 Settings

€ OSINT-Cheat-sheet Pubiic 2 Pin @ Wstch % Fork 231~ W Stamed 15k~

¥ main - ¥ Branches ) Tags Add file ~ About fo
OSINT cheat sheet, list OSINT tools, wiki,
O 725 Commits dataset, article, book , red team OSINT for
hackers and OSINT tips and OSINT
B Jieyab-Presentation-Archive branch. This repository will grow every
B scipt time will research, there is a research,
science and technology, tutorial. Please
B8 Web-Based use it wisely.
B mail & jieyab89.github.io/OSINT-Cheat-sheet/W...
B wiki sgience education osint tools
wiki scraping hacking journalism
D README.md cheatsheet cybersecurity datasets
[ awesome-articlemd e scaniy SEeen)
information-gathering  reconnaissance
D contribution.md spcmint osint-tool irmint masint

GOOGLE DORKING




_HHL_L_EMaE MARE O=IMNT ToOol

-+ CAPTCHA AND WAF

-+ DYNAMIC UPTADE FOR EACH PLATFORM E.G RESPONSE API AND BUSINESS LOGIC

& IP REPUTATION AND BLOCKING SYSTEM (ANTI-BOT DETECTION)]

« DUPLICATE DATA ARND DYNAMIC INFORMATION [NEED MORE STORAGE)
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-+ FULL AUTOMATION

-+ FASTER DATA PROCESSING

& NATURAL LANGUAGE PROCESSING

& PATTERN RECOGNITION
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-+ HALLUCINATION RISK (BIAS)

-+ HIGH COST

& FALSE POSITIVES

& DATA SOURCE VERIFICATION
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-+ KNOWING THE CONTEXT

-+ TEXT INTEL AND FORMATING DATA

& CUSTOM RAG AND DATASET WITH THE LLM MODELS

« FILLTER AND VALIDATE THE TRUSTED SOURCE MANUALLY
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-+ KNOWING THE CONTEXT AND PATTERN

-+ ALYAWS SEARCH THE DATA IN SURFACE WEB E.G FORUMS. CLEARNET DOMAIN

-+ OPERATIONAL SECURITY (OPSEC)
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-+ CONTINUGOUS MONITORING

-+ CORRELATION (CONNECTING THE DOTS)

-+ PIVOTING AND VALIDATION
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