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PRO TIPS



JIEYAB89 INTEL BASE

JIEYB89 OSINT BASE AND INTEL 
BASE
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OSINT DATA 
EXTRACTION



    COLLECTION include 5 w + 1 h  

    PROCESSING 

    CORRELATION

OSINT WORKFLOW



    DATA Correlation

    Entity identification

    data category and data classification

DATA ENRICHMENT 



    Connecting data and information

    Building Context (Connecting the Dots)

    Intelligence Enrichment

PIVOTING



    NODE

    EDGE 

    ATTRIBUTE

DATA VISUALIZATION 
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EXAMPLE CASE
DATA ENRICHMENT 

AND PIVOTING



FOOTHOLD

FOOTHOL
D



DATA ENRICHMENT

EMAIL DATA 
ENRICHMENT



DATA ENRICHMENT

EMAIL DATA 
ENRICHMENT



PIVOTING

PIVOTING IN 
FACEOOK



PIVOTING

PIVOTING IN DEVIAN 
ART
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SOCMINT



    knowing the context also data validation and verification   

    beware propaganda, buzzer, deepfake (hoax)  

    social and linguistic

KEEP A NOTES KEY OF SOCMINT

    Continuous Monitoring



    social media post and comment   

    social media hastag  

    social metadata e.g timestamp, location, ip address

WHERE DATA COME FROM?



CHALLENGES IN SOCMINT

SOCMINT 
CHALLENGE



    web crawl and scrapping   

    data collection e.g data broker  

    analysis data e.g sentiment analysis

METHOD OF SOCMINT



    maltego   

    google trends and google custom search   

    open source tools e.g holehe, epios

TOOLS OF SOCMINT
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EXAMPLE CASE
SOCMINT (LIVE)
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SOCIAL NETWORK 
ANALYSIS



    Discover hidden relationships and connections   

    Understand communication and interaction patterns   

    Identify key individuals or influential actors

PURPOSE OF SNA
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EXAMPLE CASE
SNA



LOGEN.INT SNA AND GRAPH

LOGEN.IN
T



LOGEN.INT SNA AND GRAPH

LOGEN.IN
T



MALTEGO GRAPH AND SNA

MALTEG
O
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FININT



FINANCIAL INTELLIGENCE
    Money laundry and fraud  

    Identify assets and sources of wealth 

    Detect suspicious financial activities e.g Corruption  



FINANCIAL METHOD
    osint and data collection  

    csint e.g transcation, govt data report and Grey literature 

    Corporate OR INDIVIDUAL, AssetS Identification Records



    Identify AND CollectING DATA 

    DATA CORELLATION  

    Analyze AND ASSESMENT ALSO Continuous Monitoring

KEEP A NOTES KEY OF FININT

    KNOWING THE CONTEXT 
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EXAMPLE CASE 
FININT (LIVE)
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OSINT TOOLS AND 
AI INTEGRATION



JIEYAB OSINT TOOLS LIST

GOOGLE DORKING



    cAPTCHA AND WAF 

    DYNAMIC UPTADE FOR EACH PLATFORM E.G RESPONSE API AND BUSINESS LOGIC  

    IP Reputation and Blocking SYSTEM (Anti-Bot Detection) 

CHALLENGE MAKE OSINT TOOL

    Duplicate DATA AND DYNAMIC INFORMATION (NEED MORE STORAGE)



    FULL AUTOMATION  

    Faster Data Processing  

    Natural Language Processing 

PRO EFFECTIVE AI OSINT TOOL

    Pattern Recognition 



    Hallucination Risk (BIAS)  

    HIGH COST   

    False Positives 

CONS EFFECTIVE AI OSINT TOOL

    DATA Source Verification 



    KNOWING THE CONTEXT  

    TEXT INTEL AND FORMATING DATA  

    CUSTOM RAG AND DATASET WITH THE LLM MODELS  

KEY AI OSINT TOOL

    FILLTER AND VALIDATE THE TRUSTED SOURCE MANUALLY
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EXAMPLE CASE 
TOOLS (LIVE)
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DARKWEB INTEL



JIEYAB89 DARK WEB INTEL

JIEYAB INTEL 
BASE



KEEP A NOTES KEY OF DARK WEB 
INTEL

    KNOWING THE CONTEXT AND PATTERN

    ALYAWS SEARCH THE DATA IN SURFACE WEB E.G FORUMS. CLEARNET DOMAIN 

    Operational Security (OPSEC)



KEEP A NOTES KEY OF DARK WEB 
INTEL

    Continuous Monitoring

    Correlation (CONNECTING THE DOTS) 

    Pivoting AND Validation



DARK WEB INTEL WORKFLOW 

SCRAPPING
AND 

MONITORING

DARKWEB

DATA CATEGORY AND 
DATA CLASSIFICATION

TEXT INTEL

SURFACE WEB
KNOWING 
CONTEXT

DATA BROKER
AND COLLECTION

ANALYSIS EVALUATION
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EXAMPLE CASE DARK 
WEB INTEL (LIVE)



OSINT TOOL LIST



THANK YOU!


